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Strategies and Software to Prevent
Data Loss and Data Leaks

Information security policies and tools are primarily designed to

keep attackers out. Externally focused tools like firewalls and intrusion
detection systems work to prevent unauthorized users from gaining
entry to the network. In contrast, data loss and data leak prevention
(DLP) policies and tools are designed to keep data inside. The biggest
threat to data security comes from internal users, so DLP strategies
implement tools and policies to ensure that users access only the data
they need to perform their job functions and don’t unnecessarily expose
it outside the corporate network.

Data Loss Prevention Is Increasing
In Importance

Compliance regulations such as the European Union’s General Data
Protection Regulation (GDPR) and the California Consumer Privacy
Act require organizations to maintain tight control over customer data.
The significant financial penalties for failing to protect data lead many
organizations to adopt DLP solutions.

In addition, protecting intellectual property is important for businesses

to remain competitive. Traditional cybersecurity solutions such as firewalls
don’t protect organizations from the risks of data loss. The widespread use
of cloud and emphasis on collaboration with internal colleagues, vendors,
and partners makes it challenging to maintain visibility into data usage.
New solutions are needed to ensure that data that resides outside the
organization’s network doesn't reside outside the organization’s control.

Disaster Recovery Guide



Multiple Causes of Data Loss Make Data Loss
Prevention Complex

If there were only one way to lose or leak data, attacking the problem
would be straightforward. But there are many ways of losing data.

Data can be lost through human actions, such as deliberately tampering
with values, or accidentally deleting necessary files. Malware can modify
files, make data unreadable, or send data to a malicious actor outside the
company. Data can be corrupted or lost through issues with the physical
device, including hard drive and power failures or theft of a laptop.

There are also multiple ways data can leak out of the organization. It's no
longer necessary to take a photo of a document or screen, or to copy data
onto a floppy disk to carry it out. Email, instant messaging and texting, ftp,
and file sharing services in the cloud all provide potential paths for data to
escape the network. It's easy to carry out gigabytes of data on a phone or
USB key fob.

Because of these multiple paths of loss, a DLP strategy must
be multifaceted.

Data Loss Prevention Strategies Tackle
Multiple Data Loss Challenges

Although the DLP acronym is often understood to refer to data loss
prevention software, businesses need to understand that DLP software
is only a piece of the necessary data loss prevention solution.

Organizations need to build a comprehensive approach to DLP that
implements policies, processes, and standards necessary to protect
systems and data. DLP software is just one of the tools that support those
policies, processes, and standards. An effective DLP strategy educates staff
and holds them accountable for their actions, implements processes to
offer guidance, monitors data usage, and deploys tools that use technology
that identifies and protects sensitive data at rest, in use, and in motion.
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Understand Where You Have Sensitive Data
and How It Is Used

Data can't be protected unless you know how it is generated and captured,
how the data is stored, and how the data is used and shared by end users
and applications. In addition without understanding where sensitive data
resides, any tools and policies you put in place are likely to generate large
numbers of false positives.

That means the first step in implementing a DLP solution is to assess
systems and data to determine how sensitive the data is and how much
protection is required. This assessment depends on the potential impact
of regulatory rules, loss of clients if customer data is breached, and impact
on the business if intellectual property is accessed by competitors.

When the assessment is complete, you can focus on protecting the
most sensitive data.

what are the systems of record containing your most valuable data?
what data do you collect about customers?

where is your intellectual property stored?

what is the value of the data to hackers or competitors?

what regulatory schemes apply to the data?

what business data flows access the data, including analytics,
downstream applications, development or test environments,
and sharing with partners?

which data flows cross geographic boundaries?
how is the data currently protected?

how would the business respond to loss or leakage of this data?
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Define Policies to Protect Sensitive Data

With data understood, companies can begin to define policies to protect data.
Some policies will require technology teams to implement controls on systems.
Other policies require employees to adopt good practices.

don't send sensitive data via the internet unless it's encrypted

only use approved email and file sharing systems

don't share sensitive data with third parties unless approved by the company
restrict access to sensitive data to employees who use it in their jobs
monitor employee access to sensitive data

treat view access as seriously as the ability to modify and delete data

redact sensitive data in non-production environments

make sure the data lifecycle classifies data when it's created and provides
a safe method for deleting it when it's no longer needed
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Use Existing Security Tools to Protect
Data From Exposure

The standard security tools already in place in your data center can provide
support for your data loss prevention strategy.

Data is often lost through poor identity management. Identity management tools
and role-based access controls can make it easier to ensure that only appropriate
permissions are granted to individuals.

Mobile device management tools can ensure data on devices is encrypted,
prevent unauthorized devices from accessing the network, and restrict access
from devices that have been lost.

Standard PC configurations with appropriate registry settings can prevent users
from copying data to removable media.

Tighten Access Controls With Digital Rights
Management Software

Access control lists (ACLs) provide the ability to limit users’ access to files.
However, they don’t prevent users who have access to files from copying the
file elsewhere and escaping the ACL restriction.

Using digital rights management software (DRM) allows you to place limitations
on what users can do with a document that they are granted permission to
access. With DRM controls, users can be prevented from copying, printing,

or deleting files.
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Prevent Accidental or Deliberate Exposure of
Data With Data Loss Prevention Software

Data loss prevention software provides additional control over the
movement of data outside your organization. Firewalls can block traffic
based on the ports and file types, but they can’t block traffic based on

the contents of a file. A firewall will never recognize that a 9-digit sequence
of numbers in a file is a social security number and shouldn’t be sent in an
unencrypted email.

DLP software uses rules to identify sensitive data and can block file
movement or apply encryption, tokenization, or other mechanisms to
protect it. One of the important features of DLP software is that the file
content doesn't need to be plain text for the DLP software to understand
it. If the file contains zipped, encrypted, embedded, or otherwise encoded
content, DLP software will drill down to analyze the actual data.

DLP software uses various methods to identify
data as sensitive, including:

* regular expression matching, such as identifying 9-digit patterns as social
security numbers

* exact data matching, identifying data that matches precise values, such
as specific customer information from your database

* exact file matching, using file hash codes to protect specific files

* partial document matching, recognizing content containing excerpts from
a sensitive file

® machine learning and analytics methods, identifying content that is
“similar” to sensitive content
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PROTECT DATA AT REST, IN USE, AND IN MOTION

Different types of DLP software allow data to be protected whether at rest,
in use, or in motion.

Storage DLP protects data at rest on file servers, in content management

systems like SharePoint, and in databases. Using storage DLP enables you J
to apply policies, such as limiting sensitive data to specific servers or

requiring the information to be encrypted, across the entire organization.

Network DLP is installed near network exit points to protect data in motion J
and prevent sensitive data from breaching the network perimeter. This

software monitors and analyzes network traffic in real time to find content

being sent outside the company. Some products integrate into existing

email Mail Transport Agents (MTAs), scanning messages as they pass

through the MTA. Be aware that MTAs may not be invoked on internal email,

so other mechanisms are needed to prevent data from being improperly

shared within the organization. J

Endpoint DLP protects data where the user accesses it, limiting actions like
printing files, copying them to removable media, or sharing them on social
media. However, other policies and enforcement measures are needed

to control actions such as removing laptops from the premises or taking
pictures (rather than screenshots) of sensitive data. Because endpoint DLP
requires installing software on the users’ devices, it can cause conflicts with
employees if you allow users to use their own devices at work.

HANDLING SENSITIVE DATA

Once sensitive data is recognized, DLP can apply business rules that
implement controls such as not allowing files to be uploaded to file
sharing services or blocking emails from being sent to an external
domain. Possible actions when discovering violations include generating
alerts to management, compliance, or security teams; sending warning
emails to the user; quarantining the file through moving it, encrypting it,
or changing access permissions; and deleting the file.
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CRITICAL DLP FEATURES FOR
NON-TECHNICAL USERS

Defining the policies to be enforced by the DLP software is one of the
most challenging aspects of working with these tools. Because policies
are usually defined and managed by non-technical employees, a good
user interface for policy management is a critical feature to assess when
considering a DLP product.

An interface that makes incident management and the investigation
workflow easy to track is also important. This is another function that often
requires non-technical employees, including business unit management
and human resources, to be involved.

A final, important aspect of data loss prevention is protecting data from
destruction. Use backup and recovery software to ensure that critical data
can be recreated if files are deleted or values are tampered with.

Backup policies that preserve only last night's or last week’s data aren’t
adequate for tracking the history of changes to data if a problem is
discovered long after a modification is made. There should be a data
archiving process that preserves historical versions of data, and the
process for restoring old versions should be periodically tested. Note
you may also need to restore old versions of applications as well, in
order to cope with data format changes.
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Protect Data From Loss With Support From
Prescient Solutions

Prescient Solutions has more than 20 years’ experience assisting Chicago and
Schaumburg-area businesses, agencies, and organizations with meeting their
IT challenges. Our comprehensive cybersecurity practices use the full range of
information security tools to protect against network penetration and data loss.
Contact us to learn more about how to develop a data loss prevention strategy
and use data loss prevention software to protect your critical data from
unauthorized access.

1515 Woodfield Rd, Suite 880
Schaumburg, IL 60173
Phone: (847) 240-3900

141 W. Jackson Blvd, Suite 3850
Chicago, IL 60604
Phone: (888) 343-6040

About Prescient Solutions

Prescient Solutions has been providing managed technology services both on
site and remotely to small, medium and large enterprises and government agencies
for 20 years. With certifications in key technologies spanning hardware,
software, network, security, and other specializations, our team has the insight
and experience to address the technical challenges that are holding back your
IT team and your business. For more information about Prescient Solutions,

or to request a complimentary IT consulation, call , or visit
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